[punoxenye N2, Huq:opmauuouuasx namarka gay o0yuawmnxes gy PaiMetieun ya
OPHUNHANb MBI I/Ixrrepuer-pecypcax

C xaxaem rogoy MONOAEXH B HHTepHeTe CTaHOBHTBCA Gombine, a WKOMLHUKA OfHY 3
CaMBIX AKTHBHBIX T0Jb30BaTenesi Pywera, Mexzay Tem, NOMHMO  orpomHoro KO/THYecTRa

BOIMOXHOCTe#, unteprer HECET U npobnessr. Jta NaMATKa DO/mKH2 nomous TeGe Ge3onacuo
HaXOaUThCs B ceTy,

K OMnvI0Omepusie gupycr,

MCTOIIBI 3allHTE! OT BPECAOHOCHEIX nporpamm:
1.

Hcnonsayi COBPEMEHEbIe onepanmonye CHCTeMB, mMeromue CEPLEIHBIN ypoBens,
SAHTEI OT BPeAOHOCH X Mporpamu;

TBOEM nepcodHansrom KOMUb}OTepB;

4. Henonpayi AHTHBHPYCHble TPOTpamMMuLIe pony kT H3BECTHBIX NponssoguTeney, ¢
aBTOMaTHYeCKHM 06HOBeHHEM 6as; '
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Haxe Te basng, KOTOpeIe npucnan Troj 3HaKOMBIHA. Jlywupe YTOUHH y gero,
OTNPasan 11 OR TeGe yx.

Cemu WI.FJ




Paﬁorax B umx, KENATENBHO He BBOAUTH napoau AOCTYIa, JIOrHHLI y Kakne-to

2, Hcenonpayii » 06HOBASH aHTHBHDYCHBIC IPOrpamMmb; ¥ Gpannmayep. Tem CambIM TR
oGesonacums ce6g or 3dKa4YKH BHpYyCa Ha Troe yerpo#ctso,

3. Tpu UCTIONMB30BaHMH Wi-Fj OTKMOW  pyHKkumIo «O6muis AoCTyn x odatinam y
IpHHTEpaM». Jlannag dyHxuns 3aKpeITa no YMOTYaHRIO, oxHakg HEKOTOpLIe 'f
nonb30Bareay 2KTHBHDYIOT e& ayx yao6cTna HCTIONL30BaHuA B paGote nay yuebe;

4. He HCTIONB3YH nmy6anynpy WI-FI mng nepenayu nuynprx ZLaHHbIX, HanpuMep mng

3. Hnonnsyii oo 38UMWCHHOE cocanHeH e Yepes HTTPS, a we HT TP, T.e. npu
Habope BeG-anpeca spogy HMEHHO «https://»;
6. B mMoBumsHOM Tenedore  orkmoun dynxmmo

. @BTOMAaTHAYECKHy. He Aonyckad aBTOMaTHuecKorg NOAKMIOYeH Ky YCTPO#UCTBa K ceray
Wi-Fi 6e3 TBOET'O COracus.

" Coyuansuvie cemy

R Cotmanesrie cery AKTHBHO BXOZAT B Haury KH3Hb, MHOTHE MORH paborazor H XuByT
* - TaM NOCTOSHHG, a B Facebook yxe 3aperucTpuposay MHTHapA Yenosex, yro ABIACTCK OfHOl
"CeIBMOW Beex xuTenei TUIaRETbL. MHorke nonsiosareny HE noHuMaoT, YTo HHOpManuy,

pasMeinexdas umy COLMANBHBIX ceTax, mosxer ObITh Halinena y HCnom308ana keym YromHo, B
~ TOM YHC/Te He obssarenbuo ¢ Onaramu HAMEPEHHAMMU.
> ‘Ocnosrzre cosers; mo Gesonackocry 5 COUHAILHEIX ceTsx:
. < 1. Orpanugp CIUCOX Apy3ed. V 1e6y g APy3bix He nomxuo BBITE Cryvagtupn H
. HE3HaKOMEIX mopejt:
2. Bawmwan cporo HacTHYIO Kn3Hp, He yKazeBai naponmu, Tenedous, aapeca, pary
TBOETO pomacHus y APYTYI0 nMymyo Hidopmanno, 3noyMbnnnennuky Moryr
HCIob30BaTy pace nubopMaumo o TOM, KaK Tbl M TBOW POIKTenn nnanupyere
TIPOBECTH KaHHKynbI:
3. 3amwigai ceoo PENYTanmo - aepxm ee g HCTOTE H 3anaBal cefe BONPOC: XoTen G

Thl, ¥TO0BI Apyrue Nonb308aTeNH Bumeny, yTo TBl 3arpyxaems? Honymay, npexue
¥E€M YTO-TO ony6nuxoaa'rb, Hanucarep 4 3ar‘py3u'rb;

Ilpu PETHCTpauuy B coumansuojs CETH HEOGXommMma HCTIONB30BATh CNOXHbIe napony,
. Cocrosmue u3 Oyks u UMD H ¢ konHYecTROM 3HAaKOB He MeHee §;
7. Ina coumansuoj CETH, nOYTHI ¥ apyrux CaliToB HEOBX0 MmO HCIIONBL30BaTEL pajipre

n2ponn. Torga ecny T€03 BIIOMarOT, 10 3NOYMBILUNEHRKKY noRyyar ZOCTYN TOMbKO
K 0aHOMY MecTy, a ne Bo gee Cpasy.

-

Inexmpounsie denpzy

nexTpoHRbe ACHBIH — 3710 Oyeyy YROOHBI cno
MOLDCHHHKH, f(OTOpre XOTAT HOH)"‘{HTB 3TH DCHBIH,

€06 nnatexet, OZHaKo cymecrsyror




BoccTanoBuTh tocTyn x c4eTy. Tlpussa3annbit TeNePOH nomoxer, ecny 3abyneus
CBOM miaTexnsrk Tapoiib nw sakineurs Ha cafit o He3Haxomoro YCTpoficTsa;
2. Hcnonsayis ONHOpa3oBeie naposy, ITocre nepexona ua YCHIIEHHYIO aBTOpH3anmio
Tebe yxe ne Gyner YTPOXaTh ONacHOCTS Kpasy HNM nepexsata naarexuoro naposs;
3. Bnifbepu COXHBIA mapons. [pectynunxam Oyner we 1IPOCTO yramats cnomumi

4. He sBoau cnoy RMHLIE RaHHEIC Ha caitTax, KOTOpEm He nosepsems,

Snexmponnan noyma

-OneKTporHas moyTa — 3TO TeXHONOrNA 4 TNpenocrasnsemsle eio YCIUYTH 1o nepecrinke y
NONYYeHHIO INEKTPOHHBIX coobmenuit, KOTOpsle pacnpenensiorcs s KOMOLIOTEPHOH ceTy.
O6erumo JICKTPOHHBIY  moyropyy fWMK  BRITASguT cnenyromum o6pazom:

Hm_nonwoaarenn@nux_uomeua. Taxxe Kpome neépeaayn npocroro TCKCTa, HMeercy
BO3IMOXHOCTE Nepesanary daitnpr,

1. Hano BBIOPATD (1pABHILH b [10'TOBbIA cepauc. B HHTEDHETE eCTh OrpoMupii BLIGOp
Gecnnatiex novropyx CCPBHCOB, 0aHAKO Nyuine AOBEPATE TeM, Koro 3naeiy H KTO
NEPBEIA B peditunre;

2. He yxaspsajf » NHYHOH noyTe THYHYI0 BHOOpMamo, Hanpumep, ayqine BRGpars

4. Buiepu cnomnm rapoas. Oas kaxporo fIO4TOBOro smiumka aomxen OsrTb cBO
HanexHbl, yeTofunps k B3nomy napony;

5. Ecnu ecrs BO3MOXHOCTE Hamucary, CaMoMy cBOH aHumpi BOIIpOC, Henonssyi 3Ty
BO3MOXHOCTS,;
6. Hcnomsyit HECKONBKO noyTOREIX AUMKOB. Ilepsrii mng HacTHOR mepenwucky o

aIpecaTaMy,  KoTopuIv g NoBepgews. o SNEKTPOHHEIA  ampec pe Hazxo
HCROABL3OBATE Npy PETHCTPalMK Ha dopymax 1 cafirax;

7. He OTKpeIBAK (ating u APYI'ue Bnoxenus g MHCbMax naxe echy OHH NpHINNY or

8. TMocne OKONYaHKA paboTw g lOYTOBOM cepBuce n

CPEN 3aKphITHeM BKIazky ¢
CalTOM He 3abynb Haxarp ga «BbliiThy,




Kubepbyanunz 14y eupmyansyoe usdesamenvcmao

KuGepSymnnur — npecnenopanue coobmennamy, colepkalumy Ockop6aenus,
arpeccuio, 3anyrueanue; XYMHIAHCTBO; counanproe GolikoTHposanye ¢ NOMOWBIO pazmyapyy
HHTEPHET-CepBuCoB.

OcHoBHble COBETHI NNO

Oopsbe ¢ KubepGynnnnron:
I. He 6pocatics 3 6o

. Jlywwni cnocos: noco

2. Ynpasasit ceoej Kuﬁeppenyrauueifx;

3. AHommmHocTy B CeTH MuuMmag. Cymecrsyior crocobur BBIACHHTE, kTO crouT 3a
8HOHHMHbIM aKKayHTOM ;

4. He cront BECTH x

ABHOH XU3HY. Wutepuer dukcrpyer pee
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anpecos;
8. Ecnmn 1y CBHICTENs  KubepGymmmura.

npccneuoaarenx, ITOKa3aTte MY, YT0 ero AeACTBUS OUCHH

TORnepxars  xepray, KOTOPOX  Hyxna NeHxonorayeckas
B3pocnsm o dakTe arpPeCCHBHOTO nosenenny 5 CeTH,

Tsou  neticraps: BRICTYNHTL  npotyp

BaIOTCH HeraTusyo,
noMome, coobmuTy

Mobunprui meneghon

© TaK HHTEHCHBHO, Kak gy MK, 1
MOGHIBRBIX TIpHAOMen U,

lalmimeny; OCTb.

Hareko we pee IIPOM3BOfUTE Y BbINYCKAIOT 06HOBAEHMS, JakpeBaromye KpHTHYeckye
YAIBUMOCTH Ans cropy YCTpoitcrs,

OcHosngle COBETH Asg Geso

1. Huyero gpe ABNAETCH 11
Te6¢ npeanaraior Gecr
narsle yenyry;

2. Dymap, npexue yem OThpasuts SMS, $oTo uny gy
Gynyr s KOHEYHOM HTOre?

3. Heo6xonmmo o6

4, I/Icnonbayﬁ aHT,

TIaCHOCTH MoBunbuoro Tenedona; .
O-HacToAmEMy Becnnathp, Byas OCTopoxeH, epy Korjaa
LIaTHEI} KOUTEHT, B gey MOTYT OniTh CKPBITHI Kakue-To

Aeo. Tel Toyng 3Haelws, rae oxy




5. He 3arpyxali npunoxenus o1 Heu3pecTHOrO HCTOYHHKa, BEAb OHH MOTYT COAEpKaTh
BPEAOHOCHOE nporpamMmiuoe obecneyenne;

6. Ilocre Toro Kak TH! Bhlitmews ¢ cafTa, rue BBOIHA NIHYHYI0 HHpOpMaLMIo, 3aliay B
HacTpo¥ky Opaysepa u ynanu cookies;

7. Ilepuonuyecky nposepsii Kakue nnarypie YCMYrK aKTHBUPOBAHbI HA TBOEM HOMEPE;

8. lasaii cBo¥t HOMep MOGHIBLHOTO TenedORa TOMLKO JIOAAM, KOTOPBIX ThI 3HAEUIb U
KOMY ZOBEPACIL;

9. Bluetooth gomxen GwiTh BLIKJIOYEH, KOFAa Thl MM He nonb3yeusci. He 3a6hisait
HHOTAAQ NIpOBEPATL 310.

Online uzpot

CoBpeMeHHBIE OHNAAH-HIPLl — 3TO KpacouHble, 3axBaThIBAIOWIHE pa3BleyeHHS,
O0BEMHAIOMAE COTHH THICHY YeNOBEK Mo BCEMY MBPY. rpokn HccnenyioT nanummi M MHD,
00WaloTCs APYT C APYTOM, BHITONHSIOT 3A4AHHS, CpAXAIOTCA ¢ MOHCTPAMH M NONYYAIOT ONBIT.

3a yNOBONKCTBHE OHW MATAT: NOKYNAIOT AHCK, OMIAYMBAIOT aboHemeHT umn npuoGperaoT
K&KHE-TO OMLHH.

Bee ot cpeactsa uayr ma TOANEPKAHHE U DA3BUTHE HIDEl, & TAKKE HE camy
0e30nmacHoCTh: COBEpIICHCTBYIOTCH CHETEMEI 4BTOPH3aLIHM, BBINYCKAIOTCA HOBHE maTyu
(undpossie 3annaTku mis NpOrpamMm), 3aKphIBAKOTCS YA3BHMOCTH CEPBEPOB.

B noao6ueIx urpax cTouT onacathcs We CTONBKO CBOMX CONEPHUKOB, CKONLKO KpaXdH
TBOCTO NApO/A, Ha KOTOPOM OCHOBAHA CHCTEMA ABTOPH3ALHH GO/IbLIKHCTEA Hrp. )

OcHOBHBIE COBETHI 110 6e30MaCHOCTH TROETO HrPOBOro aKKayHTa:

L. Ecnu mpyro#t urpox sener ce6s nnoxo mwiy cosznaet Tebe RempUATHOCTH, 3abnokupyH
ero B CIIHCKE HIPOKOS;

2. Tloxanyies QOMAHHCTPAaTOpaM HIPl Ha MUIOXO€ NOBEACHHE 3TOFO HIpoKa,
KEJIATENLHO APHIIOKHUTE KAKHE-TO AOKA3ATEMbCTEA B BHAE CKPHHOB;

He yxasuipail nmuanyio undopmaumo s upodatine urpsr,

YBaxai ApyrHX Y4aCTHHKOB N0 Hrpe,

He yctanasnupait neopuunansusie natan u MOZbI;

Hcnoneayit cnoxnbie 1 pasusie NapoJTH;

Haxe Bo BpeMsa HIpsl He CTOMT OTKMIOYATH aHTHBHpYC. IloKa Tol Wrpaeurs, TeoM
KOMTIBIOTEP MOTYT 3apasiTh.

Nown e

Qumunz unu kpaKrca awunsex dannbix

O6brunoii xpaxedt newer u HOKYMEHTOB CETOAMA yke HMKOFO He yNMBHING, HO C

Pa3BUTHEM HHTEPHCT-TEXHONMOTHN 3NIOYMBIJICHHU KN TIEPEMECTHNHCE B HHTEPHET,

H
NTPOAOJKAIOT 3aHUMATLCH «IoOHMBDMY LENOM.

Tax NOABUIACE HOBAx yrposa: HHTEPHET-MOWEHHNYECTBA HITY dmumm‘, TjIaBHas uens
KOTOpPOro COCTOMT B NONYYCHHH KOHQ)H}IG—HUHEUIbeIX LaHHBIX nonb3oBarenel — JIOTHHOB H

naponed. Ha anriuitckoM ssnixe phishing untaercs xax puumur (ot fishing — pei6uas noBjIA,
password — nrapons).

Ocnoereie copers no 6opsbe ¢ Gummnrom:

l. Cnean 3a ceoum akkayHToM. Ecmu Tel nomos
B3NIoMaHa, TO neobxouumo 3abmoku
pecypca 06 31om kak MoxHO CKOpee;

peBacws, 4TO TBOA aHKera 6bLra
poBath ee © coobwmTL AMHHHCTpaTOpam




2. Ucnome3yit  6Gesonachsie BeG-caiiTel, B ToM umcre, HHTEPHET-Mara3syHoB H
TIOHCKOBBIX CHCTEM;

3. Hcnomesy#t cnoxume u pasnbie napoan. Taxum obpasom, ecnu Te6a B3JTOMAIOT, TO
3NIOYMBILUNICRRHUKH 1I01y49aT QOCTYI TOMBKO K OLHOMY TBOEMY NIPOGWITIO B CeTH, & He
KO BCeM;

4. Ecmu Ttebs panomanu, To HEOOXOMUMO MpelynpesuTh Beex cmoux 3HAKOMbIX,

KOTOpyle 10GaB/eHs! y TcBs B Apy3LAX, 0 TOM, NTO TEOA BINOMANH M, BOIMOXKHO, OT

TBOETO UMEHY OyAeT PaccLbLIaThes CNaM  cChUIKH Ha GHUIMHTOBbIE cCadT

YCTaHOBH HAmeXHbIH napons (PIN) na MoGHIBLHbIIH Tenedos;

Otksmoau coxpanenne naposs B Opaysepe;

He orkpuisait garim u Apyrvue BIOXEHHS B IIMCbMAaX NAXe €CNH OHK TPHIIY 0T

TBOHX Apy3eht. JIyuwe yrounu y uux, OTNPABNANH 1K OHH Te6e ITH dafinel,

~ N W

Lupposan penymayus

Llndposas penyrauns - sro HEraTHBHAA UNN NIO3HTHBHAA HHQOPMALIUS B CETH o Tebe.
Komnpometupyiowas UHQOpMatks pasMelenHas B HHTCDHETE MOXET CepbesHsiM 06pasom
OTPa3HTLCH HA TBOEH peansHOH U3HW, «Ludposas penyrauus» - 3to TBOH MMHIN, KOTOpBIA
bopmupyeTcs n3 rHdOPManuH o Te6e B HHTepHeTe,

TBoe mecTo xurenscrsa, y4ebuni, TBoe PHHAHCOBOE nonoxexune, ocobennocTy Xapaxrepa
1 pacckasbl 0 HM3KIX — BCE 3TO HakanMBACTCA B CeTH.

Meorue nonpoctku nerkomicnenso OTHOCATCA K NyONUKaUHK nu4HOH HHQopMauuu B
WrTepHeTe, He noHMMAn BOIMOXHEX nocnencrsui. Tel faxe He CMOXems KoTagaTsea o TOM,
uT0 $oTorpadus, pasmernennas § ner Hasan, cTana NpHIMHOR 0TKA3a NPHHATL Te6 Ha pabory.

KommenTapun, pasmewenie TBOMX (oTorpaduit u Jpyrue neficrsms MOTYT He
HCHE3HYTL Hawe N0CMe TOro, Kax Tbi ux Yhainwe. Tel He 3naems, kTo COXpaHH/ 2Ty
whdopmanuio, nonana nn ona s TIOHCKOBBIC CHCTCMbBI M COXPABHNACH NTH OHa, a IrnaBHoe: YTOo
TOAyMaoT o Tebe okpysxaromee moay, KOTOphIC HAKOYT M yBUAAT 3TO. Halitu nHpopManuio
MHOTO JIET CTyCTst cMOKeT MOGOH — Kak M3 ROOpLIX TOBYXAEHHH, Tak H ¢ HaMeperneM
NPHYHMEHTD Bpen. DTo MOXKET ObiTh KTO yronHO.

OcHoBREIE COBETHI N0 3amuTe w1 poBo# penyrauuy;

. Toaywmait, [pexne ueM yTo-ro ny6nukoBaTh M uepenasars y cebs B Gnore unm g
couHasibHON cety;

2. B nactpoiikax NPOGHIS YCTAHORM OrpannyeHus Ha [IpOCMOTp TBOEro NpoduNg U ero
CONEPXUMOro, caenai ero TONLKO «aiis Apy3eit»;

3. He pasmewait u ne YKa3ersah #ugopmaumo, KOTOpas MOXeT Koro-nubo ockopBaTs
HITH 06HIKaTh.

Asmopckoe npago

CoBpemennste  1ukomsHuKy— aKTHBHbIE TONRIOBATENH uxdposoro MIPOCTPaHCTEA.
Oanaxo paneko ne nce 3HAIOT, YTO NO/b30BAHHE MHOTUMHM BO3MOXHOCTAMH undposoro MHpa
TpeSyeT cobnionenus TpaB Ha HHTENNCKTYANbAYIO COBCTBEHHOCTD,

Tepmur CHHTCJUICKTYalbHAY COBCTBEHROCTEY OTHOCHTCA K pa3NyuHEDM TBOPEHHAM
TCI0BEYECKOro yma, HauHHayg ¢ HOBBIX H300perenuii u 3HaKoB, 0603Ha

Ha NponykThl M ychyru | u 3aKaH4MBas KHuramw, hoTorpadmuamu, KHHOGuNbMaMy ¢
MY3BIK&NBHBIMH IIPOU3BEACHHAMH.




€ MOKET BOCTIPOH3BOAUTD €rQ TIPOH3BELICHNE, PACTIPOCTPARATS
nySnuuso AEMOBCTDHPOBATE,  Npoaapars, HMIIOPTHDOBATS, NyCKaTh B MpoKar, nyGaugHo
HCNOJIHATD, NOKA3LIBATE/HCNONHATS B atupe wiH pasmewars » WHrepuere.

Hcnonesosanue «nuparcxoron TporpamMmHOro obecnieyerus Moxer NPHBECTH K MHOTHM
PHCKaM: OT (10TEPH HAHHLIX K TBOMM aKK4yHTaM 10 ONOKHPOBKM TBOero ycTpoiicTsa, rpe
YCTRHOBREHHBIR HE mAeraipbHay rnporpamma. He crout rakke 3aGersats, uro CyulecTBYeT
ferankHLIe 0 Gecnnatible mporpania., KOTOpbIE MOXHO HaliTH B ceTH.

O nopmane

Cetenvuok.pd - Taoii TNasHbI COBETYMK B ceTH. 3pech TBl MOXCIIL Y3HaTE o
Besonacuoctn B cern TNOHATHLIM K IOCTYNHBIM A3b1KOM, a N'PH BO3HHKHOBEHMH KPHTHYECKOH




